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Abstract





Advances in application areas such as Internet-based transactions, cooperating coalitions, and workflow systems have brought new challenges to access control.  In order to support the diverse needs of emerging applications, it has become necessary to support multiple access control policies in one security domain. This talk describes the flexible authorization framework (FAF), an authorization framework that is capable of doing so.  FAF is a logic-based framework where authorizations are specified in terms of a locally stratified rule base. FAF allows for permissions and prohibitions to be specified in its specification. FAF specifications can be changed by deleting old rules and inserting new rules. We describe the latest additions to FAF, such as revoking granted permissions, provisional authorizations, obligations, and authorizations that have to satisfy application definable constraints.
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