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Inference Channel Problem

Inference channel in databases: a means to infer confidential
data from non-confidential data and meta-data.

Inference channel problem: detect and remowve inference channels.
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iExample 1: Inference channel via FD (1)'

Employee relation:

NAME RANK SALARY (8} ] EXPERIENCE (years)
Brown Clerk - Ii.iri‘_ﬂl'.l[-ll . o 3
Brunnel | Clerk 34, (000 h
Hammer | Director 65,000 L}
Smith Sccretary 28,000 5

Functional dependency: RANK — SALARY

Confidential information: Selaries of the employees

.
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Example 1: Inference channel via FD (2)'

Query 1:“Naine and rank of the employees with 3 years of
experience.”

NAME

RANK

EXPERIENCE (ycars)

Brown

Clerk

3

Query 2: “Rank and salary of the employees with 5 years of
experience.”

RANK

SALARY (8)

EXPERIENCE (years)

Clerk

Secretary

34,000
28,000

5
5

INFERENCE CHANNEL: Brown’s salary is $34,000

~
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Domain knowledge: Ralozifene and Hercepin used to treat breast
cancer patients

Confidential information: Diagnosis of patients

o /
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Example 2: Inference channel via domain knowledge (2)'

Prescription info + Domain knowledge

Lane Smith
t
m/\w Hercepin + Ralixofene
— Breast. cancer

o n+1 i 10}‘)‘9

INFERENCE CHANNEL: Jane Smith has breast cancer

. _/
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INFERENCE CHANNEL:

NON-CONFIDENTIAL DATA + CONSTRAINTS
(DATABASE DEP.
DOMAIN KNOWLEDGE )
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[History of Research'

1970s and early 1980s : [nference channels in statistical databases

1980 - present : Inference channels in relational databases

e Inferences via gueries conditioned on confidential data
e Inferences raised by combining database dependencies with

non-confidential data

No known research : Inference channels in semzi-structured

databases

i
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Related Work I

Database design time inference detection:

e M. Morgenstern (1988)
e T. Su and G. Ozsoyoglu (1991)
e T H. Hinke, H.S. Delugach and A. Chandrasekhar (1995)

Query processing time inference detection:

e D.E. Denning (1985)
e B.M. Thuraisingham (1987)
e S. Mazumdar, D. Stemple and T. Sheard (1988)

- /
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l_ﬁéléted Work - Limitations'

e Over-classification — Reduces data availability
e Limited expressive power — Limited application domain

e Framework only — Assurance of protection?

11
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I_MY Principal Contributions'

e Introduced characterization of disclosure inference

algorithms by

— Completeness - confidentiality

— Soundness - data availability

e Developed disclosure inference algorithms for variety of
— Settings
— Constraints

— Operation modes

N J

12
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| Multilevel Secure Relational Databases'

¢ Database: data classihied with security levels
e Users: assigned security clearances

e Secrecy requirement: uscrs gain access - directly or indirectly -

to only those data for which they have proper clearances

N /
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My Research

e Queries: Ilyoe
e Database Constraints: Horn-clause constraints
¢ Security granularity:

— (partial) tuples
— queries

— their combinations
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Conceptual Architecture: Disclosure Monitor

User'’s query

i
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Data "ﬁép‘;esentation (1)

NAME | RANK | SALARY ($) | EXPERIENCE (years)
Brown Clerk 341.000 3
Brunnel | Clerk 34,000 5
Hammer | Director £5, 0000 10
Simith Secretary 28,000 ]

Projection facts:

Employee[NAME=Brown RANK=Clerk, EX’ERIENCE=3]
Employee[RANK=Clerk,SALARY =34,000,FXPERIENCE=5]
Employee[RANK=Secretary, SALARY =28 000, EXPERIENCE=5]

\. /

16
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Data Representation (2)

Query-answer pair (QA-pair}:

(EmployeeNAME=DBrown, RANK=Clerk, EXPERIENCE=3],
HNAME?H’.ANK,EXPERIENCE(IEXPER[EN(-’EzJj)

({Employee[RANK=Clerk,SALARY=34,000, EXPERIENCE=5],
Employee[RANK=Secretary,SALARY =28,000, EXPERIENCE=5] },

[l RANK SALARY EXPERIENCEOEX PER!EN(?E:S)

N /

17




The Tuferenee Poshilem

hWarch F, 20HH]

/

.

Data-Dependent Disclosure: Example

Previous queries and answers:

. l_[NAME,RANK,EXPERIEN(?EG'EXPERIENCE:ii

{NAME

[ Brown

| Clerk |

RANK | SALARY ($)

EXPERIENCE (years)

3

. HRANH,SALARV,EXPERIEN{'fEUEXPERIENCE:-:Et

NAME | RANK | SALARY (%)
i Clerk 34,000
- Secretary 28,000

EXPERIENCE {vears)

o UUnavesarary

Disclosed by using FD:

5

Pan

| NAME

RANK | SALARY (%)

EXPERIENCE (vears)

=
| Birevan

34,000

~

1=



The Tnference Problem Mavech o4, 200H)

4 N
‘_ Data-

Dependent Disclosure Inference

Let D be a set of database constraints, P, ..., P, be sets of
projection facts over attribute sets Xy,...,X,,, and I’F be a

projection fact over Y. We say that the set of QA-pairs
P — {(Pl, ”XIU('I), C ey (P.”_, HX"”(.-‘,.)}

data-dependently discloses (PF,Ilyo¢), denoted as
P Ep (PF, IIyoe), if for every r over R that satisfies D,

P, Cllxoe(r) for all 1=1,...,n

implies
PF € l-l}f('f(_; (T)

. _/

Lt
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Data-Independent Disclosure: Exampl_e

Previous queries:

o INAME RANK EXPERIENCECEXPERIENCE=3

'NAME] RANK | SALARY ($) | EXPERIENCE (years)

X X - 3

. HRANK,SALARY,EXPERIENCEUEX PERIEN(CE=5

| NAME | RANK | SALARY (8) | EXPERIENCE (years)

- x I s

Disclosed by using FD:

o IlNAME SALARY

CNAME | RANK | SALARY (3) | EXPERIENCE (ycars)

4 - X

)

20
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New-Employee relation:

==

Data-Independent Disclosure Inference: Example

NAME | RANK SALARY {8) | EXPERIENCE (ycars)
Brown | Clerk 34,000 4
Brunnel | Clerk 34,000 )
Harmuner | Director 65.000) 10
Simith Secretary 28,000 D

Previous queries:

. HNAM ERANK EXPERIENCETEX PERIENCE=3

LNAME'

RANK | SALARY (%) i EXPERIENCE (years)

i -
i

¢ HRANK,SALAHY,EX PERIENCETEXPERIENCE=5

NAME

RANK

EXPERIENCE (years)

Secretary

28.000

f

f

\

21
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IDéifa'--I_ﬁdependent Disclosure Inference'

Let D be a set of database constraints and Ny, 00, ..., x a0 queries over . We

say that the set of queries

data-independently {or existentially) discloses the query [y g, under D,
denoted as P ~+3p Iy o, if there exist

1. v over R that satisfies D,
2. sets Py Cllx a¢ (r),.... 1% Cllx o¢ (r), and
3. PF e llyoa(r)

such that {(P,IIx,0¢,),. .., (P, 1lx, 00,)} Ep (PF. Hy o)

N /

23
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'Contributions: Assurance

Disclosure Inference Algorithms are evaluated by:

Completeness: the algorithm generates all disclosed information

(no possible inference remains undetected)

Soundness: all generated information is indeed disclosed

(maximal data availability)

Soundness + completeness= security + data availability

N /
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Contributions: Data-Dependent Disclosure Inference

e Classified objects: (partial) tuples, selection-projection queries

or their combinations

e Decidability result: data-dependent disclosure is decidable, i.e.

given a set D of database constraints and a set P of QA-pairs
— whether P =p (PF, Ilyo¢)
— whether P |=p S

e Developed sound and complete Data-Dependent Disclosure

Inference Algorithm

24
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{(:Jmltrlhutmns Data-Independent Disclosure Inference

e Classified objects: selection-projection queries

e Decidability result: if neither the queries nor the constraints
involve constants then data-independent disclosure is decidable,
e, given a set of queries P = {lIxy ac ..., [Ix ¢ }, aset of

Horn-clause constraints D, and a query llyog
— whether P ~s3p Iy o
e Developed:

— Sound and complete Constant-free Data-Independent

Disclosure Inference Algorithm

— Complete General Data-Independent Disclosure Inference

Algorithm

N /
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lPrivacy Information Flow Model
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ICéntributiﬂns: Inference in Semi-Structured Databases

e Privacy Information Flow Maodel - express privacy

requirements

e Privacy Mediator Architecture - enforce the privacy

requirements

e Sound and complete Inference Algorithm

27



