Comprehensive exam

Security Protocol Analysis

Answer one of the following questions:  

1. 

Suppose that someone suggests the following way to confirm that the two of you have the same secret key: you create a random bit string the length of the key, XOR it with the key and send the result to the other party. Your partner XORs the received message using the secret key and sends the result to you. If the result is the original random string, then you know that both of you have the same secret key, yet neither of you ever transmitted the secret key.

a. Model the protocol using CSP, including the security requirement of key secrecy.

b. Is this protocol secure? Justify your answer.

c. Show the attacker model of your justification and all the information the attacker can infer.
2. 

Consider the following crypto protocol that authenticates two parties A and B, using a trusted server (S):

(1) A -> B: A, B, R, {A, B, R, RA}KA

(2) B -> S : A, {A, B, R, RA}KA, B, {A, B, R, RB}KB

(3) S -> B : {KS, RB}KB

(4) S -> A : {KS, RA}KA

where R and RA, RB are random numbers, R is used as common identifier, RA, RB are used for challenge. KA and KB are secret keys shared between the server and users A and B, respectively. “,” is concatenation, and {m}KA means the message

m is encrypted by KA.
a. Show the CSP representation of the combined network of the processes A, B, and S

b. Extend the processes for A and B to incorporate explicit authentication of A to B and B to A
