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 Botnets in IoT Devices

Using IoT devices as a 
Botnet is an easy way to 

create a powerful Botnet.

IoT devices are powerful 
in numbers.

The Mirai malware has 
already proven how 

powerful IoT botnets can 
be.



Research Challenges 

● Cost - financial and hardware
● Implementation - how to monitor potential 

threats
● False positives - determining legitimate threats



Takeaway

● Securing IoT from the threat of BotNets is a challenge that 
does not have a simple solution

● Many solutions have been presented, all with benefits and 
drawbacks

○ Virtualized Networks
○ Centralized Management Devices
○ Standardized Firewalls

● The technologies exist, the greatest hurdle is the 
manufacturers 

● Moving forward we can
○ find even better solutions / build upon those stated above
○ create incentive for companies to take the steps to better security of IoT 

devices


