
Access Control Quiz
1. Give an example Role-Based Access Control (RBAC) specification that cannot be expressed using Discretionary Access Control (DAC)

2. Assume you need to develop an RBAC policy for the class materials in CSCE 522.  Briefly describe the components of RBAC through the domain of CSCE 522.
3. Describe a potential misuse of the CSCE 522 resources by one of the users that the access control model prevents.
4. Consider the scenario where an organization allows its employees to access to confidential customers’ data via a web site.    To login to the website, employees use their last name and a password.  For simplicity, the same password is assigned, and delivered via unencrypted email, to each employee.  Describe a misuse of the web application by a malicious attacker.  Explain the:
Motivation:

Opportunity:

Method: 

What security technologies would you recommend to mitigate the above misuse?  Why?
5. Build a lattice from Faculty > Students and {CSE, EE, ChE}

6. Indicate the dominance relations

7. Let 

a. F1, f2 be faculty at CSE, f3 Faculty at EE, f4 Faculty at ChE, f5 faculty of CSE, EE, and ChE, 

b. Resources r1 belong to CSE, r2 to EE, r3 to ChE

c. Students s1, s2, s3, s4 belong to CSE, s5, s6, s7 to EE, s1, s8 to ChE

Indicate the read/write privileges
Experiment with the dominance relation

8. Build an RBAC model to enforce the question 7 BLP rules
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