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 Test 1
Summer 2014 – CSCE 522 

Name:

Answer the following questions.  Be brief and precise!

Undergraduate students need to answer questions 1-4.  Graduate students need to answer all questions. 
1. 20 points

Classify each of the following actions as a violation of Confidentiality, Integrity, Availability, Authenticity, or their combination.  Briefly explain your classification.

a.  John copies Mary’s homework.    
Why?
b. Paul crashes Linda’s system.

Why?

c. Carol changes the amount of Pete’s check from $100 to $1,000.

Why?

d. Eve obtains Steve’s credit card and has the credit card company cancel the card and replace it with a new one.  

Why?

e.  Harry guesses Julia’s password and gains access to her account.
Why?

2. 20 points   
(10) What is the key distribution problem of symmetric (secret) key encryption?
 (10) Your organization is required by law to keep over 10 million customers’ personal information encrypted.  The encryption has to provide fast encryption and decryption and must be computationally secure.  Based on the strengths and weaknesses of current encryption technologies, give a recommendation for

Type of encryption:  (symmetric or asymmetric)

Why?

Encryption algorithm:

Why?

3. 25 points   

Consider the MOM requirements of malicious attacks to succeed in the context of a university’s database, storing students’ grades.  Mary is a student at the university and she has received a D+  in one of her courses.  She is upset, because she was anticipating an A.  She decided to compromise the university’s database and change her grade to A.  Fill out the following table by describing the MOM requirements, give an example action/capability of Mary for each requirement, and a defensive control to block Mary’s actions.
	Describe the requirement
	Offensive action of Mary
	Defensive control 

	M___________________


	
	

	O___________________


	
	

	M___________________


	
	


4. 35 points   

(20) Alice would like to send confidential and authenticated messages for Bob.  Consider the following security protocol between Alice, Bob, using a trusted Server.  Notation: E(M,K) encryption of message M with key K; D(M,K) decryption of message M with key K;  Sign(M,K) signature of message M with key K, KD-X is the private key of X, KE-X is the public key of X, Ksession is a secret key, Id-X is the identity of X, h(M) is the hash value of message M, Time1 is a time stamp, and || denotes a concatenation of the messages.  Assume, Alice and Bob know the Server’s public key (KE-S) in a reliable manner.
Message 1: A ( S:
“Request signed public keys for A and B”  

Message 2:  S ( A:
Sign([KE-B || Id-B], KD-S)   ||   Sign([KE-A || Id-A], KD-S)  
Why did the Server sign both KE-B and KE-A?

Message 3:  A ( B:
Sign([KE-A || Id-A], KD-S)  ||  E( Ksession, KE-B)  ||  E (M, Ksession)  || Sign(h(M), KD-A)

How can B verify that message originated from A?

What happens if a passive attacker intercepts this message?

Message 4: B ( A:
E (“ACK”, Ksession)

What will Alice know after receiving the acknowledgment from Bob?
(5) Does the above protocol provide non-repudiation?  Why?  /  Why not?
(10)  Assume that the protocol is modified as follows:
Message 1: A ( S:
 “Request signed public keys for A and B”  

Message 2: S ( A:
  (“Bob’s key” || Sign(KE-B, KD-S))     ||   (Alice’s key” || Sign(KE-A, KD-S))  

Message 3: A ( B:
  “Alice’s key” || Sign(KE-A, KD-S)    || E( Ksession, KE-B)   ||   E (M, Ksession)   ||  Sign(h(M), KD-A)
Message 4: B ( A:
  E (“ACK”, Ksession)

Show how Eve can attack the protocol such that she can disclose the message M.  

Bonus – 5 points

Why do we say that breaking public key encryption is as hard as the problem of factorization?  
5. 20 points
(10) What is the effective key size of triple DES?   Why?  

(10) What is the effective key size of 4 DES encryptions?  Why?   
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