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 Test 2
2015 – CSCE 201 

Name:

Answer the following questions.  Be brief and precise!

I. 30 points 
1.     (10) Recommend 3 activities to secure your web browser:

· Configure your browser’s security and privacy settings

· Keep your browser updated

· Sign up for alerts

· Be cautious when installing plug-ins

· Install security plug-ins


Can cookies represent a threat to web browser security?

 Yes.  They contain information about the customer, e.g., name, address, phone number, also sure preferences, store activities. 
Weak cookies can also be hijacked and used to bypass customer authentication.  

2.    (20) Assume you have been hired by the CSE department to establish an Access Control specification for the computer labs.  Describe the advantages and disadvantages of using Discretionary Access Control (DAC) or Role-Based Access Control (RBAC) to implement your policy.  Give a sample specification of access permission for each.

DAC:

Can be very intuitive and easy to implement.  However, depending on the number of students, resources, and the permitted accesses, the administration of the security policy can be overwhelming and error prone.
Sample specification:

(John Smith, CSCE201-file1, +read)

(John Smith, CSCE201-file1, +write)

(Mary Smith, CSCE201-file1, +read)

(Mary Smith, CSCE201-file1, -write) …

RBAC:

Simplifies administration, assigning users to roles and privileges to roles.  Each user can use the privileges that are assigned to the roles that the user is assigned to.  Generally, roles are more static and permanent than the user population, therefore, requiring less administration.
In addition to simplifying access control management RBAC can express organization specific requirements, such as separation of duty, delegation of privileges, etc.
(see the required reading and lecture notes on additional RBAC details)

Sample specification:
Roles: student, faculty

Users: Mary Smith, John Smith

Privileges: (CSCE201-file1, +read) ; (CSCE201-file1, +write) ; (CSCE201-file1, -read) ; (CSCE201-file1, -write) 

User-Role assignment: (Mary Smith, student) ; (John Smith, faculty)

Role-privilege assignment: students: (CSCE201-file1, +read); (CSCE201-file1, -write)



                  Faculty: (CSCE201-file1, +read) ; (CSCE201-file1, +write)

II. 40 points  Short answers
1. (20)  What is the main aim of Denial of Service attacks?

Using the characteristics of the target system, exhaust the system’s capabilities.  This will render the system unusable to the authorized users.
Briefly describe how the Ping-of-Death attack achieves this aim.

Attacker floods the victim with ping requests

Limited by the smallest bandwidth on the attack path
(see slide 8 in the 10/26 class.)

2. (20) Briefly explain how secret (symmetric) key encryption supports 

· Confidentiality: by keeping the secret key confidential, only the authorized users will be able to decrypt the encrypted message.  
· Integrity: Partial support.  Attacker will be able to modify the encrypted content but usually such modification are easy to detect.  (Modified files will not decrypt properly.)
· Availability:  Not supported.  Active attacker can delete, destroy encrypted files, messages.  The only partial support is by hiding the content, so targeted attacks may not be possible.
· Authenticity: supports pair-wide authentication.  If one of the communicating parties receives a message encrypted by the key that is known only by the 2 parties, the receiver will know that the message originated from the other party.
What is the key distribution problem of symmetric key encryption?

·  Need large number of keys to support pair-wise secure communication; one key per pair.  n(n-1)/2 if n parties are communicating.
· Key must be distributed securely.    

III.
30 points Exercises
1. (20)  Assume Bob and Alice decide to establish a new secret key to be used for secure communication in a following way.   
Alice and Bob agree on a large number securely, e.g., 999,999 before the communication.    That is, only Bob and Alice know that the number they wanted to use is 999,999.  

Bob → Alice: B= 999,999 + sum(Bob’s birthday)    2007 + 999,999 = 1,002,006
Note: sum of a birthday is calculated by adding the values for day, month, and year.  E.g.,  sum of June 15, 2002 is 6+15+2002= 2023.
Alice → Bob:  A= 999,999 + sum(Alice’s birthday)   2010 + 999,999 = 1,002,009
Alice calculates the key by : B + sum(Alice’s birthday)  1,002,006 + 2010 = 1,004,016
Bob calculates the key by : A + sum(Bob’s birthday)
     1,002,009 + 2007 = 1,004,016
     Would this method allow Bob and Alice to agree on a key secretly?  Show the key value using the following birthdays:
      
Bob:  July 22, 1978  ( 7+22+1978 = 2007


Alice: May 24, 1981 ( 5+24 + 1981 = 2010

Shared key: 999,999+2,007+2010 = 1,004,016

Show a malicious attack against the protocol where the attacker will know the secret key.

If the attacker knows one of the birthdays (may not be too difficult to find out) the protocol is trivially broken.  E.g., Eve knows Bob’s BD, and calculates 2007.  From 

Alice → Bob:  A= 999,999 + sum(Alice’s birthday)   2010 + 999,999 = 1,002,009, Eve can add Bob’s BD and calculate the shared key, 1,002,009 + 2007 = 1,004,016

2. (10)  Briefly explain what is a misuse (abuse) case during software development.  
Abuse case describes undesired attacks (events) against the system and describe how the system should behave under such attacks.  
Assume you are developing an application for a mobile device that allows parents track the GPS location of their children’s phone.  Show a malicious attack (misuse case) against the application.  
A malicious user authenticates in the system as a parent and gains information about the location of the child.  This information enables the malicious user to launch targeted attacks against the child.
Bonus question (5 points)
Briefly explain why web browser based attacks are serious.
Web browser’s capabilities are increasing and are frequently used for important applications, such as online banking, personal communication, etc.  
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